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I'naBraslupopmanronHas 6e3onacHocTbO0yYarommumMes

OOyuaronumcs

[TamsaTka s oOyyaromuxcs 00 MHPOPMAIMOHHOM 0€30MacCHOCTH JIeTei
Hemnp3st

BceM nozpsiz cooliarh CBOK YacTHYIO HH(pOpMAILHIO (HacTosIIHe UM, QaMIIINIo, TelIe(OoH, aIpec, HoMep IIKOIIbI, a Takke Gpororpaduu cBOM, CBOCH CEMbH H Apy3eil);

OTKpBIBATh BIOXKCHHBIE (ailIbl HIEKTPOHHOM MOYTHI, KOT/[a HE 3HACIIb OTIPABHTEIIS;

I'pyGuTh, IPHAUPATHCS, OKA3bIBATh IABICHHE - BECTH Ce0sl HEBEXKIIMBO U arPECCHBHO;

He pacr{opmxafz’lcz JACHbraMu TBOEH CEMbH 6e3 paspemeHus CTapuux - Bceraa crlpar_unsai/'[ pOﬂHTeﬂeﬁ;

He BCTpe‘IaﬁCﬂ C HHTCPHET-SH&KOMLIMI/I B peaﬂBHOﬁ JKH3HHU - HOCOBSTYI;‘IC;[ CO B3POCJIBIM, KOTOPOMY JOBEPSCIID.
OcTopokHO

He Bce MHUITYT NIpaBay. Yuraenrs o cebe HENpaBay B I/IHTepHeTe - COOGH.II/I 06 3TOM CBOMM POJMUTEIIAM HIIA ONCKYyHaM;

[IpurianatoT nepenucpBaThes, HrpaTh, 0OMEHUBATBCS - IIPOBEPb, HET JIH MOJBOXA;

Hesakonuoe konuposanue (aiios B HTEpHETE - BOPOBCTBO;

Bcerna pacckaspiBaii B3pocibIM 0 IPOGJIEMax B CETH - OHH BCET/Ia IIOMOTYT;

I/ICHOﬂb3yﬁ HaCTpOﬁKM 0e30MmacHOCTH U NPHUBATHOCTH, '-ITO6LI HE IOTEPATH CBOM aKKAYHTBI B COLICETAX U APYTHX MOpTaaax.
MoxHO

VBakait ApyTUX TONB30BATENCH;

HOJ’ILSyeLﬂBCﬂ HHTepHeT-l/ICTO‘IHl/IKOM - ;[enai?{ CCBIIKY Ha HETO;

OTKpBIBaii TOJIBKO TE CCHUIKH, B KOTOPBIX YBEPEH;

OGpalaThest 3a OMOIIBIO B3POCIIBIM - POUTENH, ONIEKYHBI K aAMHHHCTPALHS CaiiTOB BCEria OMOTYT

WudopmannoHHas namsTKa JJisi 00y4JaroIuXxcs i pa3MelIeHUs Ha OQUIIMaTIbHBIX HHTEPHET-
pecypcax

C KaXK[1bIM I'0JIOM MOJIOZIC)KH B HHTEPHETE CTAHOBUTHCSA 60]’“)1113, a IIKOJIbHUKH OJIHM U3 CaMbIX aKTHBHBIX M0JIb30BaTeNCH PyHeTa. MC)K,D,y TEM, [IOMUMO OI'POMHOI'0 KOJIUYECTBA
BO3MOXKHOCTEH, HHTEPHET HECeT U NpoOIeMbl. DTa naMsaTKa J0JDKHA IOMOYb Tebe 6e30I1acHO HAXOMUTHCS B CETH.

KoMmnbrorepHsie BUPYChI
KommbloTepHslii BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IIPOrPaMM, OTIHYHTEIBHON 0COOEHHOCTBIO KOTOPOIL SIBJISIETCS. CIOCOOHOCTD K Pa3MHOXKEHUIO. B nononxenue x
9TOMY, BUPYChI MOT'YT HOBPEUTH I IIOJHOCTBIO YHUUTOKUTH BCE (aiiiibl H JaHHBIC, IOJKOHTPOJIBHBIC TI0JIB30BATEII0, OT HMEHH KOTOPOro ObLIA 3allylieHa 3apa)KeHHAs
Iporpamma, a Takxke MOBPEAUTh UIIH JaKe YHHYTOXUTh OLEPALIMOHHYIO CHCTEMY €O BceMH (aiinamu B 1iesoM. B G0bLIMHCTBE CiTy4aeB PacpoCTPAHAIOTCS BUPYCHI Yepe3
HMHTEPHET.
METO;[LI 3alHUTBl OT BPEAOHOCHBIX IPOrpaMM:
I/ICHOHB3yf/i COBPEMEHHBIC ONIEPALIHOHHBIC CUCTEMBI, UMECIOLIINE CepbeSHLIﬁ YPOBEHB 3aIUTBI OT BPEJOHOCHBIX IIPOrpaMM;
ITocTostHHO ycTaHaBIHMBail MayTH (LH(POBBIE 3aILIATKY, KOTOPbIC ABTOMATHYECKH YCTAHABIMBAIOTCS C LIEJIbIO JOPAOOTKH POrpaMMBbl) U Apyrue 0OHOBICHUS CBOEHT
onepanMoHHON cucTeMbl. CKaunBail MX TOJIBKO ¢ 0hULHMaIBHOTO caiita paspaborurnka OC. Eciu cylecTByeT pexuM aBTOMaTHYECKOro OOHOBJICHHUS, BKIIIOUH €ro;
PaGoraii Ha cBOEM KOMIIbIOTEpE IO/ IIPaBaMH MOJIb30BATENs, @ HE aIMUHHCTPATOpa. DTO HE MO3BOJIUT GOJIBLUIMHCTBY BPEJOHOCHBIX IPOrPAMM HHCTA/UIMPOBATHCS HA TBOEM
MEPCOHANLHOM KOMIIbIOTEPE;
I/ICHOHB3yf/i AHTHUBHUPYCHBIC TIPOTrPAMMHBIC MTPOAYKTBI H3BECTHBIX HpOM3BOI[PlTeIIeI7[, C aBTOMaTHYECKUM OOHOBIICHHEM 6&3;
Orpanndb GU3HIECKUI JOCTYN K KOMIIBIOTEPY IS IOCTOPOHHMX JIHIL;
I/ICHOHB3yf/i BHCIIHHUEC HOCUTCIIA I/IHq)OpMaLU/IPl, TAKHUC KaK q)l'lel.l.ll(a, JACK UITH li)aﬁﬂ W3 HHTEPHETA, TOJIBKO M3 IIPOBEPEHHBIX HCTOYHUKOB;
He oTkpbIBaii KOMIIbIOTEPHbIC (aiiiibl, MOIyYCHHbIC H3 HEHAJCKHBIX HCTOUYHHKOB. Jlaxke Te (aiiibl, KOTOpbIC IPUCIa TBOH 3HaKOMbINA. JIydlle yTOUHH y HEro, OTIPABIISI I
OH Tebe uX.

Cern WI-FI
Wi-Fi - 9710 He BII lepe/iauy JaHHbIX, HE TEXHOJIOTHS, a BCEro JUIIb Opers, Mapka. Eme B 1991 roay Hunepnanackas komnanus 3apeructpuposaia opens "WECA", aro
obo3Hauano cnoBocoueranue "Wireless Fidelity", kotopslit mepeBoauTcs kak "GecrpoBoaHas TOYHOCTB" .
Jlo Hamero BpeMeHH Jolua Apyrast abOpeBHaTypa, KOTopast SBIISCTCS TAKOM ke TexHouorueil. Oto abopesuarypa "Wi-Fi". Takoe Ha3BaHHe ObLIO JaHO C HAMEKOM Ha CTaHJAPT
BbIcLIeii 3BykoBo# TexHuky Hi-Fi, 4To B mepeBozie 03Ha4aeT "BbICOKast TOYHOCTB".
Jla, GecruTaTHBIN HHTEPHET-A0CTYII B Kade, OTEIAX M adPOIOPTax SBISSTCS OTIHYHON BO3MOKHOCTBIO BBIX0/A B MHTEpHET. HO MHOTHE SKCIIePTHI CYHTAIOT, YTO OOIIEAOCTYIHBIE
Wi-Fi cetn He SBISIOTCS G€30MaCHBIMH.
CogeTel 110 6e30MacHOCTH PaboThI B 00mea0CTyNHBIX ceTsix Wi-fi:
He nepenagaii cBoro mmunyio nupopmanmio yepes obmenoctymusie Wi-Fi cern. Pabotas B HUX, jkenaTelbHO He BBOAUTH TAPOJIH OCTYTA, IOTHHBI M KaKHe-TO HOMepa;
Hcnons3yit 1 06HOBIISAIT aHTHBHPYCHBIE IPOrpaMMbl 1 6panamayep. Tem caMbIM Tbl 06€30macHIib ceOsl OT 3aKa4YKH BUPYCa HA TBOE YCTPOUCTBO;
TIpu ucnonbsoannn Wi-Fi orkmoun ¢pyskuuto "O6mmii noctyn k daiinam n npuntepam”. JlanHas QyHKIHS 3aKPHITa 10 YMOTYAHUIO, OJIHAKO HEKOTOPbIE T10J130BaATENN
AKTHBHPYIOT e¢ [l yA00CTBa UCIOIb30BaHUS B paboTe Win yueoe;
He ncnone3yit my6mmunstii WI-FI as nepenaun MMdHBIX JaHHEIX, HATPHMEP IS BEIXO/A B COLMAIbHBIE CETH UIIH B JIEKTPOHHYIO TIOUTY;
Hcnone3yit Tobko 3amumennoe coenunenne yepes HTTPS, a we HTTP, 1.e. mpu naGope Be6-aapeca BBoau nmeHHO "https://";
B moGunbHOM Tenedone otkitoun ¢ynkuuio "Tloakmouenne k Wi-Fi aBromarnyeckn”. He fomyckait aBTOMaTHIECKOT0 MOAKITIOUEHHUs ycTpoiicTa K cetsim Wi-Fi 6e3 TBoero
coryacus.

ConpansHele CeTH
COLIPIaJ'ILHLIC CETH aKTUBHO BXOJAT B HAIly KU3Hb, MHOTHE JIIOAN pa60TaIOT M KUBYT TaM IOCTOSHHO. MHorue noJib30BaTesu He TIOHUMAKOT, 4YTO I/IH(b()pMa,LU/lﬂ, pasMelIeHHas MU
B COLMAJIBHBIX CETAX, MOKET OBITH Haﬁ}]eﬂa 1 UCIIOJIb30BaHa KEM YIOJAHO, B TOM YHCJIE€ HE 00s3aTeNbHO ¢ OnarumMu HaMEpPEHUSAMH.
OCHOBHBIE COBETHI 10 OE30MaCHOCTH B COLUAJIbHBIX CCTAX:
OrpaHudb CIHCOK Apy3eil. Y TeOst B APy3bsiX HE JODKHO OBITH CIIydYaifHbIX M HE3HAKOMBIX JIOACH;
Samumiaii CBOI0 4acTHYIO *kH3Hb. He ykasbiBail mapoin, TeaedoHsl, afpeca, AaTy TBOCTO POXKACHUS U APYTYIO INYHYIO HHPOPMALHIO. 3I0YMBIIILUICH HUKH MOTYT HCIIOIb30BaTh
Jake HHPOPMALHMIO O TOM, KaK Thl M TBOH POJMTENH IIAHUPYETE NPOBECTH KAHUKYJIbI;
3aruiaii CBOK PeryTaLHIO - ISPXKH e B YHCTOTE M 3aj1aBaii cebe BOmpoc: XoTel Obl Thi, 4TOOBI APYTHE TOJIB30BATENIN BUICIH, YTO ThI 3arpysxkaeiib? [Togymaii, npex/ie dem
4YTO-TO OHyﬁﬂMKOBaTL, Hamucarb 1 3arpys3uThb;
Ecnu To1 TOBOPHIIG C JIFOABMH, KOTOPBIX HE 3HACIIb, HE PlCI'IOJ'ILSyﬁ CBO€ p€AJIbHOE UM U APYTYIO JIMYHYIO I/IHd)OpMaHMPII HMsl, MECTO JKUTEJIILCTBA, MECTO y‘{eGH ¥ TIpoyee;
W36eraii pasmemenus pororpaduii B MuTepuere, rae Ts H300paXkeH Ha MECTHOCTH, 110 KOTOPOif MOJKHO OIPEEIHTh TBOE MECTOMOIOKCHHE;
Tlpu perucrpauuyu B COLMHAIBHOI CETH HEOOXOMMMO HCIOIB30BATh CIIOXKHBIC ITAPOJIH, COCTOSIIME 13 OyKB U HU(P U C KOINYCCTBOM 3HAKOB HE MCHEe §;
J11s conpanbHOM CeTH, MOYTHI M JPYTUX CafiTOB HEOOXOAMMO HCIIOIB30BaTh PasHble Mapon. Toraa eciu Tedst B3IOMAIOT, TO 3I0YMBIIUICHHUKA TIOJIYYaT AOCTYI TOIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE JICHBTH
DINIEKTPOHHbIC JACHBIH - 9TO OYCHB yAOOHBIH CII0CO0 MIaTexeil, 0HAKO CyIECTBYIOT MOLICHHUKH, KOTOPBIC XOTST MOIyYUTh 3TU JACHBIH.
3ﬂCKTp0HHl>IC JICHBI'! ITOSIBUIIACH COBCEM HEIABHO U UMEHHO M3-3a 3TOI'0 BO MHOTMX IOCYyapCTBax 10 CUX I10P HE NPOIIUCAHO PO HUX B 3aKOHAX.
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B Poccuu ke onn q)yHKHHOHpr]OT M 0 HUX YK€ IIPOIMCAaHO B 3aKOHE, I/I€ UX pa3le/IA0T Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIC. Paznuna B TOM, YTO aHOHUMHBIE -

3TO T€, B KOTOPBIX pa3peIIacTCs MPpOBOAUTDH ONCpaluu 6e3 MI[CHTI/quI/lK'dLU/IPI MOJIL30BAaTECJIA, 4 B HCAHOHUMHBIX PIJJCHTI/quI/lKEiLH/lﬂ TIOJIB30BATENIS SIBIIACTCS 00S3aTEIbHOIA.

Taxoke ClIeyeT pa3iuyaTh EKTPOHHBIC (HATHBIE JeHBIH (PABHBI FOCYIAPCTBEHHBIM BAIIOTaM) M 3I€KTPOHHBIC He(hUaTHBIC IHBTH (HE PABHBI FOCYIAPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI 10 6E30MaCHOI PabOTe € HICKTPOHHBIME ICHBIAMIL:
IlpuBsbxH K cueTy MOOWIBHBIH TenedoH. DTo caMblii yIOOHBI H OBICTPBIIl CIOCOO BOCCTAaHOBUTH JOCTYI K cueTy. [IpuBsi3aHHbI TenedoH IOMOXET, eciii 3a0yIelb CBOI
IUIATEXHbIH aposik WK 3ali/Iellb Ha CaliT ¢ HE3HAKOMOI'O YCTPOHCTBA;
Hcnons3yit oxHopasossie napou. Ilociie nepexosa Ha YCHICHHYIO aBTOPHU3aLHIO Tebe yixke He OyeT yrpoKaTh OACHOCTh KPaXkH HIIH II€PEXBaTa IUIATE)KHOTO MapoJis;
BoiGepy croxHbIi napoinb. IIpecTynHikam GyeT He MPOCTO yraaaTh CIOKHEIH mapons. HajexHble Mapoim - 3T0 Maposi, KOTOPhIE COAEPKAT He MEHee 8 3HAKOB U BKIIIOYAIOT
B ce0st CTPOYHEIE M IPOMHCHBIE OYKBBI, IIU(PEI K HECKOIBKO CHMBOJIOB, TAKHE KaK 3HAK J0JU1apa, (yHTa, BOCKINLATEbHbIH 3HaK 1 T.11. Hampumep, $tROng!;;
He BBO/IM CBOM JIMYHBIC TAHHBIC HA CAlfTaX, KOTOPHIM HE JOBEPSCIIIb.

DJIeKTPOHHAs 1oYTa
DIeKTPOHHAs [OYTA - 3TO TEXHONOTHs U MPEAOCTABIIAEMBIC €0 YCIIYTH 110 MEPEChUIKE U TOTy4EHHUIO SEKTPOHHBIX COOOIICHNH, KOTOPBIE PACIPEaEAIOTCS B KOMIIBIOTEPHOMN CETH.
OGBIYHO NMEKTPOHHEIH MOYTOBbII AIINK BRIIIAANT CISAYIONINM 00pa3oM: HMA_MOJIb30BaTeIA(@nMs_joMeHa. Takke KpoMe Tepeaady MpoCTOro TeKCTa, UMEETCs BO3MOXKHOCTh
nepenaBath daiimbl.
OCHOBHBIEC COBETEI 110 0€30TaCHON paboTe ¢ 3MEKTPOHHOH MOYTOI:

Hazio BeIOpaTh NpaBUIIbHEIH OYTOBKIA cepBUC. B MHTEpHETE €CTh OrPOMHBIH BHIGOp GECIIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIyYIle IOBEPATH TEM, KOTO 3HA€llb H KTO

NepBbIi B pelTUHTE;

He yxa3biBaii B in4HOil ourte nuuHy nHpopmanuo. Harpumep, jydiue BiOparh "My3bikanbHblil_(anat@" wim "pok2013" Bmecto "remal3";

Hcnons3yit AByXITamHYIO aBTOPH3AMIO0. DTO KOTa ITIOMIMO Hapois HyKHO BBOJAUTH KOJI, IPHCHLTaeMblii 1o SMS;

BuiOepy coxHBIH 1apoib. JI1s KaxI0ro MOYTOBOTO SAIMKA 0JKEH ObITh CBOI HAJICKHBIH, YCTOHUMBBIN K B3IOMY [apOIib;

Ecnu ecTb BO3MOXXHOCTB HAIMCATH CAMOMY CBOH JIHYHEI BOIPOC, HCTIONB3Yil 9Ty BO3MOKHOCTE;

Hcnonb3yii HECKOIBKO MOYTOBBIX AMMKOB. [1epBhIii U1s YaCTHOIH NEPENCcKy ¢ aJpecaTaMu, KOTOPHIM Thl I0BEPSEIb. DTO IEKTPOHHBIN ajipec He HaJI0 MCIIONb30BaTh NPU

perucTpanuu Ha Gpopymax u caiitax;

He oTkpbIBaii (aiiiibl 1 Ipyrue BIOKEHHS B MMChMAX, JaXe €CIIM OHH NPUIILIH OT TBOUX Apy3e. Jlyule yToyHu y HUX, OTIPaBIIs/IN I OHU TeOe 3TH daiiibl;

ITocie okoH4YaHus pabOTHI HA IIOYTOBOM CEPBHCE MEPE] 3aKPhITHEM BKJIAJKHU C CaiiTOM He 3a0yIb HakaTh Ha "BeiiTn".

KubepOyuMHT WIIH BUPTYaIbHOE H3/IEBATEIBCTBO
KubepOy.iuar - npecieoBaHie cOOOIEHUAMH, COAEPKAIIMMHE OCKOPOJICHHUS, arPECCHI0, 3allyrHBaHUE; XYJIUIaHCTBO; COLMAIbHOE GOHKOTHPOBAHHE C OMOIIBIO PA3IMUHbIX
HMHTEPHET-CEPBHCOB.
OCHOBHBIE COBETHI 110 OOpbOE ¢ KUOEPOYILITHHIOM:
He 6pocaiics B 60it. JIyummii crioco6: mocoBeToBaThCS Kak cest BECTH M, €CITH HET TOT0, K KOMY MOXHO 0OpaTHTHCS, TO BHaYane yCIOKOUThCS. Ecim Thl HauHeIb oTBeYaTh
OCKOPOJICHUAMH Ha OCKOPOJICHHUS, TO TOJIBKO ellle GObIe Pa3oskKelh KOH(IMKT;
Vnpasnsii cBoeit kubeppemnyTanuei;
AHOHUMHOCTb B ceT MHUMasi. CyIIECTBYIOT CIIOCOObI BBIACHUTD, KTO CTOMT 32 aHOHUMHBIM aKKaYHTOM;
He crout BecTH XyIMraHCKuii 00pa3 BUPTYyalIbHO# sku3HH. MHTEpHET (UKCHpPYET Bce TBOM IEHCTBHUS M COXPAHSET HX. Y JAIHTh UX Oy/eT KpaifHe 3aTpyAHHTEIBHO;
Cobironaii CBOIO BUPTYaJIbHYIO YECTh CMOJIOY;
WrHopupyit eaMHNYHBINA HeraTHB. OHOPa30Bble OCKOPOUTEIbHBIE COOOMICHNMS TyUllle HTHOPUPOBATh. OOBIYHO arpeccHst MPEeKPaIaeTcs Ha Ha4albHOMN CTanu;
bau arpeccopa. B mporpamMmax o6MeHa MIHOBEHHBIMH COOOIIIEHHSIMH, B COLMANBHBIX CETAX €CTh BO3MOKHOCTh GJIOKMPOBKH OTIPABKH COOOIICHHIT C OMPE/ICICHHBIX a/]pecoB
Ecnu oI cBuieTens knbepOymnra. TBOM AeHCTBUS: BEICTYIHTE IPOTHB IIPECIeI0BATENs, I0Ka3aTh My, UTO ero JCHCTBHS OLEHHBAIOTCS HEraTHBHO, MOUICPKATE XKEPTBY,
KOTOPOIi Hy’KHa IICHXONOTHYECKask OMOILb, COOOIIMTE B3POCIBIM O (paKTe arpecCHBHOTO MOBEJCHHS B CETH.

MoGunbHbIi Tenedox
COBpCMeHHLIC CMaqu)OHLI W IUTAaHUIETBI COACPIKAT B cebe BrojHe BSPOCHBIﬁ q)yHl(LII/IOHZUI, W TETIEPb OHU MOT'YT KOHKYPHPOBAThH CO CTAlIMOHAPHBIMHA KOMITBIOTEPAMH. OZ[HZ.KO,
CPEACTB 3allUAThI AT I'IOJZ[O6HI>IX yCTpOﬁCTB TIOKa O4YE€Hb MaJIO. TCCTI/IpOBaHI/Ie M MMOUCK yﬂSB"MOCTeﬁ B HUX IIPOMCXOUT HE TaK HHTCHCHUBHO, KaK JUIA HK, TO K€ CaMO€ KacaeTcs u
MOOUITEHBIX MPUITOKEHHH.
CoBpeMeHHbIC MOOUIIbHBIC Opay3epsbl yike IPAaKTUYCCKH JOTHAIN HACTOJIbHBIC aHAJIOTU, OJHAKO paciupeHne QyHKIHOHANA BIeYeT 32 CO00M GOIBIIYIO CI0KHOCTD U MEHBLIYIO
3alIMIICHHOCTD.
Jlajieko He BCe POU3BOAKUTEIH BBITYCKAIOT OOHOBIICHHS, 3aKPbIBAIOLINE KPUTHICCKUE YSI3BUMOCTH [Tl CBOUX YCTpPOICTB.
OCHOBHBIE COBETBI JUIs G€30MacHOCTH MOOHIBHOTO Tene(oHa:
Huuero ue siBisiercst TIO-HaCTOALIEMY OeCIuIaTHBIM. Ey}ll: OCTOPOXKEH, BEAb KOrjaa Tebe npeiararoT OecruaTHbII KOHTEHT, B HEM MOTYT OBITH CKPBITBI KAKME-TO IJIATHBIE
YCIyTH;
Jymait, npesxae yeM orrpaButb SMS, ¢poto win Buaeo. Thl TOUHO 3Haellb, [1¢ OHU OYAyT B KOHEYHOM HTOre?
Heo6x011M0 0GHOBIISITH OIEPALHOHHYIO CHCTEMY TBOETO CMapT(hoHa;
Hcnons3yit aHTHBHPYCHbBIE IPOrPAMMBI ISl MOOMJIBHBIX TENC(OHOB;
He 3arpyskaii mpuIoKeHHs! OT HEM3BECTHOTO HCTOYHUKA, BEIb OHH MOTYT COJCPIKATh BPEJOHOCHOE MPOrPAaMMHOE 00CCIICUCHHE;
Tlocie Toro kak ThI BBIIJCIIB € CaliTa, Tie BBOIMII JIMYHYIO HH(OPMALHIO, Al B HACTPOiiKK Opaysepa U yxamu cookies;
l'[epuo;mqecxu HpOBepﬂﬁ, KaxKue IUIaTHBIC yCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;
JlaBaii cBOit HOMEp MOGHIIBHOTO Tele)OHa TOIBKO JTFOAM, KOTOPBIX ThI 3HACIIb U KOMY JJOBEPSCILb;
Bluetooth fomkeH OBITH BBIKIIOUEH, KOTA ThI MM He MOJb3yelibes. He 3a0biBaii HHOTia POBEPSTH ITO.

Online urpsr
COBpeMCHHLIC OHHaﬁH-VIFpH - 9TO KpaCOYHBIC, 3aXBaThIBAIOLINE Pa3BICYECHHN, OG'LCJJPIHSHOH.II/IC COTHH TBICAY YE€JIOBEK 110 BCEMY MHUDPY. I/ITPOKH HCCIEaYI0T }Z[aHHLIf;I UM MHUD,
O6H.Ia}OTCﬂ ApYT € APYTOM, BBITIIOJIHAIOT 3aJaHUs, CpaKar0TCsA ¢ MOHCTPAMH U MOJIy4aroT OIIBIT. 3a YAOBOJIBCTBHUE OHH IUIATAT: MOKYIAKOT AUCK, OIUIaYUBAIOT abOHEMEHT HITH
PUOOPETAIOT KAKUE-TO OILIHH.
Bce oTH cpecTBa HAYT Ha MOAACPIKAHNC U PA3BUTHE UIPBI, @ TAKXKE HA CaMy O€30IIaCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI ABTOPH3ALINH, BBITYCKAIOTCS HOBbIC MaTdH (HudpoBbIe
3aIUIaTKK JUIS IPOTPAMM), 3aKPBIBAIOTCS yA3BUMOCTH CEPBEPOB.
B HOHOGHLIX Urpax CTOMUT OracaTbCsA HE CTOJIBKO CBOMX COIMEPHHUKOB, CKOJIBKO KPayKH TBOETO MMapoJid, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOpHU3aLIUH OOJIBIIHHCTBA urp.
OCHOBHBIE COBETHI 110 GE301IACHOCTH TBOETO HTPOBOTO aKKayHTa:

Ecim npyroii urpok BeneT ceds Miioxo MM co3jaeT Tede HEMPUATHOCTH, 3a0JIOKUPYil €ro B CIIMCKE HTPOKOB;

l'lml(anyﬁcx AAMHUHHACTpATOpaM HUIpbl HA IVIOXO0E IOBEICHUE 3TOr'0O UI'POKa, XKEJIAaTECIBbHO IPUIIOKUTE KaKHE-TO J0Ka3aTE/IbCTBA B BUJIE CKPUHOB,

He yxa3biBaii manyio HHbOpMALNIO B podaiiie Urpsl;

VYBaxaii JPyrux y4aCTHUKOB II0 UIpe;

He ycranapnuBaii HeoUIHATbHbIE TATYH U MOJIBL;

Hcnions3yit cI0)kHBIE M pa3HbIe MapOIIH;

ﬂa)l(e BO BpEMs UI'PBI HE CTOUT OTKIKOYaTh aHTUBUPYC. TToxka b1 urpaciib, TBOW KOMITBIOTEP MOT'YT 3apa3suTh.

DUUINHT MM KPaka JTHYHBIX JaHHBIX
OObIUHOIT KpasKeil IeHeT M TOKyMEHTOB CErO/IHs YK€ HUKOTO HE YIMBHIIb, HO C Pa3BUTHEM HHTEPHET-TEXHOJIOTHiA 3II0yMBIIICHHHKH [IEPEMECTHIINCH B HHTEPHET, H
TIPOJIOJDKAIOT 3aHUMAThCS "IFOOUMBIM" JI€IIOM.
Tak nosiBHIACh HOBAs YTpo3a: HHTEPHET-MONICHHHYECTBA HIIH (PUILHHT, IJIaBHAs IIeJb KOTOPOTO COCTOUT B TIONTyYEHNH KOH(MHICHIIHATbHBIX JaHHBIX TT0JIb30BATEINEH - JOTHHOB H
napoueii. Ha anrmmiickom si3bike phishing unraercs kak ¢ummar (ot fishing - peibnas noBist, password - mapois).
OCHOBHBIE COBETHI 110 OOpbOE ¢ PUIIHHTOM:
Crnesm 3a cBouM akkayHTOM. Eciu Thl OJ03peBaelilb, 4TO TBOS aHKeTa Obli1a B3IOMaHa, TO HEOOX0IMMO 3a0/10KHPOBATH €€ M COOOIINTh aJIMHHUCTPATOPaM pecypea 06 3ToM
KaK MOXHO CKopee;



N
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Hcnons3yii 6e3omnacHbie BeG-CallThl, B TOM YHCIIE, HHTEPHET-MAra3iHOB 1 MOMCKOBBIX CHCTEM;

I/ICHOHB3yI7[ CJIOKHBIC U Pa3HBIC ITAPOJIH. Takum 06pa30M, eciu Tebs B3JIOMAOT, TO 3JIOYMBIIUICHHHUKH IOJIy9aT JOCTYH TOJIbKO K OMHOMY TBOEMY HpOClJI/lJ'I}O B CC€TH, a HC KO
BCEM;

Ecnu tebst B3JIOMaJiA, TO HCOGXOHHMO TPEaynpeauTh BCEX CBOUX 3HAKOMBIX, KOTOPBIC I[OGH.BHEHLI y TeOS B Apy3bsX, O TOM, 4TO TeOs B3IOM AN M, BO3BMOXHO, OT TBOCTO UMCHH
OyJ/IeT pacchUIaThCs ClIaM M CChUIKH Ha (DUILMHIOBBIC CaliTBhI;

YceraHoBu HajexkHbIN apoib (PIN) Ha MOOWITbHBI TenedoH;

OTKIIF0YH COXPaHeHHE Mapoiis B Opaysepe;

He oTkpsIBaii (aiiisl i Ipyrie BIOKEHHS B MUChMAX, AaXe €CIIM OHH NMPUIITH OT TBOUX Apy3ei. Jydle yTodH) y HUX, OTIPABIISIN M OHH TeOe 3TH daiinbl.

Iudposast peryranus
Iludposast peryTamus - 5T0 HEraTUBHAs MM NO3UTHBHAs HH(popManus B ceTH o Tebe. KommpomeTupyomas HHpopMalus, pa3MelieHHas B HHTEPHETE, MOXKET CePhe3HBIM
00pa3oM OTPa3HTHCS Ha TBOEH peanbHOM xki3HHU. "LppoBast permyTanus" - 370 TBOI HMHIDK, KOTOPBIi (popMupyeTcs u3 HHPOpMaIHH 0 TeOe B HHTEpHETe.
TBOE MECTO KHTEIbCTBA, y4eObl, TBOE (YMHAHCOBOE MONOKEHNE, OCOOCHHOCTH XapaKTepa i PaccKasbl O OIM3KMX - BCE ITO HAKAIUTHBACTCS B CETH.
MHOr#e MoAPOCTKH JETKOMBICIEHHO OTHOCATCS K IMyOIuKanun muuHoi napopMarmn B HTepHeTe, He MOHUMast BO3SMOXKHBIX MOCTEACTBHIL. ThI ake HE CMOKENIb J0TaaThes O
ToM, uto poTorpacdus, pasMelieHHas 5 €T Ha3aj, CTana MPUUUHON OTKa3a NPHHATH TeOs Ha paboTy.
KommenTapun, pasmerienne TBoux dororpaduii n apyrue aeiicTBHA MOTYT HE HCUE3HYTh JaKe II0C/IE TOTO, KAK Tl HX yAanulllb. Tkl He 3HACIIb, KTO COXPAHHI 3Ty HH(POPMALIHIO,
T10T1aJIa JT OHA B IIOUCKOBBIE CHCTEMBI H COXPAHHIIACH JIH OHa, a IJIABHOE: YTO MOJyMAIOT O TeOe OKPYIKAIOIIME JIIOIH, KOTOPBIE HAIyT M yBUIST 5T0. HaliTi nH(popMalio MHOro
JIET CITyCTsI CMOJKET JII000M - Kak M3 TOOPBIX MOOYKICHUH, TaK H ¢ HAMEPEHHEM IIPHYHHHUTB BPE. DTO MOXKET OBITh KTO YTOIHO.
OCHOBHBIE COBETHI 110 3aIUTE HH(POBOI PeITyTALIHU:

TTomymait, pesk/ie 4em 9To-To MyGIMKOBATh H IepeiaBath y cels B 610Te WiIN B COLHATBHOI ceTH;

B HacTpoiikax mpouis ycTaHOBH OTPaHUYEHHs. Ha IPOCMOTP TBOETO MPOQHIIS H €ro COACPKIMOro, CAIeNal ero TonbKo "1 apyseit";

He pasmenaii i He yka3biBail HHQOPMAIIHIO, KOTOPas MOXET KOTo-TH60 OCKOPOIATh MM OOMKATh.

ABTOpPCKOE 11paBo

COBpeMeHHHC MIKOJIBHUKH - aKTUBHBIC TTOJIB30BATCIIA I_U/ICl)pOBOl"O MPOCTPaHCTBA. OL(HaKO JAJICKO HE BCE 3HAIOT, YTO IMOJB30BAHNEC MHOTUMH BO3MOKHOCTSAMHA LII/lq)pOBOI‘O Mupa
Tpe6yeT COéJ’I}OJJCHl/Iﬂ TIpaB Ha UHTEIJICKTYaJIbHYIO COOCTBEHHOCTb.

TepMMH "I/IHTCHJ'ICKTyZUILHaﬂ COOCTBEHHOCTB'" OTHOCHTCS K Pa3sIAIHBIM TBOPECHHUAM YEJI0OBEYECKOr0 yMa, Ha4YnHasA ¢ HOBBIX l/I306peTeHI/Iﬁ M 3HAKOB, 0603]’18.'—[&}0]1_{")(
COOCTBEHHOCTb Ha IPOMYKTHI U YCIIYTH, U 3aKaHYMBAsk KHUTaMH, (poTorpapusamMy, KHHOQHIbMAMU U My3bIKaJIbHBIMH IPOH3BEACHHIMH.

ABTOpCKHE IpaBa - 9TO MPaBa Ha HHTEILICKTYaJIbHY0 COOCTBEHHOCTh Ha IPOU3BEICHHS HAYKH, IMTEPATyPbl U HCKYCCTBA. ABTOPCKHE IPaBa BHICTYNAIOT B KAYECTBE FapaHTHH
TOTr0, YTO MHTEJUIEKTYa/IbHBIH/TBOPUYECKHIT TPy aBTOpa He OyIeT HalPacHBIM, 1ACT €My CIPaBeUIMBBIC BO3MOXKHOCTH 3apaboTaTh Ha pe3y/IbTaTaX CBOCIO TPyAa, HOIy4YUTh
M3BECTHOCTb U Ipu3HaHue. HukTo Ge3 paspelieHus aBTopa He MOKET BOCIIPOM3BOJUTH €r0 MPOU3BEICHUE, PACIPOCTPAHATD, ITyOIMYHO JEMOHCTPUPOBATh, IPOIABaTh,
HUMIIOPTHPOBATH, ITyCKaThk B IIPOKAT, l'[y6J'H/l'-IHO HUCTIOJIHATD, HOKaBBIBaTB/I/ICHOHHﬂTL B 3(1)1/Ipe WK pasMelmarh B I/IHTepHeTe,

Hcnons3oBanne "l'II/lpaTCKOI‘O" NpOrpaMMHOTO 00ecIeueHst MOKET TIPUBECTH K MHOTHM PHCKaM: OT IIOT€PH JaHHBIX K TBOUM aKKayHTaM J10 6HOKI/IPOBKI/I TBOECTO yCTpOﬁCTBa, e
YCTaHOBJICHA HEJICTAJIbHAA IIpOorpaMMma. He crout Taxxke 336HBBTL, 9TO CYIIECTBYIOT JICTAJIbHBIC U OecraTHbie TIpOrpaMMBbl, KOTOPBIE MOKHO HaWTH B CETH.

Hudopmaniis 0 MEpONIpUsSTUSIX, TPOEKTAX U MPOTrpaMMax, HAMPaBICHHBIX HA OBBIIIICHHUE
MH(OPMAILIMOHHON TPAMOTHOCTH 00Y4aIOIINXCS

https://pd.rkn.gov.ru/multimedia/video114.htm - Buaeoypok# Mo 3aiiuTe MEPCOHATBHBIX AAHHBIX
http://40306s007.edusite.ru/doc/2018-2019/9/deti_9-11zvuk.pptx - npe3eHranus "3amura nepcoHalbHbIX AaHHbIX" 9-11 et
http://40306s007.edusite.ru/doc/2018-2019/9/Deti_12-14_zvuk_2.pptx - npe3eHrauus "3amura NepcoHaIbHbIX JaHHbIX" 12-14 et
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