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HCNOoJIb30BaHuN ceTH « AHTepHeT» 1JIs1 pa3MellleHHsl B y4eOHbIX KaOUHeTaX, B KOTOPBIX
ocyliecTBIsAeTcs A0CTyn B ceTh « MHTEepHEeT»

C KaxJbIM TOJJOM MOJIOJICKH B UHTEPHETE CTAHOBUTHLCS OOJIbIIE, A MIKOJIBHUKHU OJHH U3
CaMbIX AaKTHBHBIX TOJIb30Baresnel PyHera. Mexay TeM, MOMHMO OrPOMHOTO KOJHAYECTBA
BO3MOXKHOCTEH, HHTEpHET HeceT W MpoOjemMbl. DTa mamsTKa JOJDKHA MOMOYb Tebe Oe30MacHo
HaXOIUTHCS B CETH.

Komnbrorepabie BUpPyChbI

KommeloTrepHslii  BUpyc - 3TO  Pa3HOBUAHOCTb  KOMIIBIOTEPHBIX  MPOTPAMM,
OTJIMYUTEIBHON OCOOCHHOCTHIO KOTOPOM SBJSIETCS CIHOCOOHOCTh K pa3MHOXKeHHIo. B
JIONOJTHEHNE K 3TOMY, BUPYCBHl MOTYT MOBPEAWUTH WU IMOJHOCTHIO YHHUUTOXHUTH BCe (pailiabl U
JaHHBIE, MOJKOHTPOJbHbIE MOJIb30BATENI0, OT MMEHH KOTOPOro Oblia 3alylleHa 3apakKeHHas
IIporpaMma, a TaKkKe MOBPEANUTh WM JaXe YHUUYTOXUTh ONEPALMOHHYIO CHCTEMY CO BCEMU
¢aitnamu B 11enoM. B 60IbIIMHCTBE ClIy4aeB pacpOCTPAHSAIOTCS BUPYCHI Uepe3 HHTEPHET.

MeToas!l 3a1UTBl OT BPEAOHOCHBIX TPOTPAMM:

1. Mcnonb3yii COBpEMEHHBIE OIEPALMOHHBIE CHUCTEMBI, UMEIOINE CEPbE3HBIN YPOBEHBb
3aIUTHl OT BPEOHOCHBIX MTPOrPaMM;

2. TlocTosHHO ycTaHaBinuBail mnadytu (UUQpOBBIE 3aIUIaTKH, KOTOpPbIE aBTOMAaTHYECKH
YCTaHABIMBAIOTCS C ILENbI0  J0pa0OTKM MporpamMmbl) M JpyrHe OOHOBJIEHUS CBOEH
ornepanuoHHoN cucteMbl. CkaunBail X TOJIBKO ¢ opHUIMATIBHOTO caifta papadotunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIFOUH €I0;

3. Pabortaii Ha cBoeM KOMMBIOTEpE IO ITpaBaMu IMOJIH30BATENs, a HE aJIMUHHUCTPATOPA.
OTO He MO3BOJUT OOJIBIIMHCTBY BpPEAOHOCHBIX NPOTrpaMM MHCTAJUIMPOBATBCS Ha TBOEM
MIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE NPOTPaMMHBIE MPOTYKThl U3BECTHBIX IMPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannub (HpU3NYECKUN JOCTYH K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHELTHHE HOCUTEIN MH(POPMALIMK, TaKhe Kak Quielika, AUCK Wi (ailn u3

HHTCPHETA, TOJBKO U3 MPOBECPCHHBIX NCTOYHHUKOB,




7. He oTkpbiBail KoMmblOTEepHbIE (hailiibl, TOTyYEHHbIE M3 HEHAJIEKHBIX HCTOYHHMKOB.
Jlaxxe Te ¢aiilipl, KOTOphIe MpUCHIal TBOM 3HaKOMBIH. Jlydie yTouyHH y HEro, OTIpaBIIsI U OH
Tebe ux.

Cern WI-FI

Wi-Fi - 370 He BuA nepegauu JaHHBIX, HE TEXHOJIOTHA, a BCEro JUIb OpeHn, Mapka. Emie
B 1991 rogy Hupnepnanjckas kommnanus 3apeructpuponana openn "WECA", yto o6o3Havano
cnoBocoueranne "Wireless Fidelity", koTopbrit mepeBoauTCS Kak "OeCpOBOHAS TOUHOCTH".

Jlo nHamero BpemeHM Jouuia apyras aOOpeBuarypa, KOTOpasl SIBIISIETCS TaKOW ke
TexHosoruei. 9to abopesuatypa "Wi-Fi". Takoe HazBaHue ObUIO 1aHO C HAMEKOM Ha CTaHIApT
BhICIIeH 3ByKOBOI TexHUKH Hi-Fi, uTo B mepeBoie o3Ha4yaeT "BBICOKAst TOYHOCTH'.

Ha, OecrmaTHBIN MHTEPHET-IOCTYIT B Kade, OTEIsX M adporopTax SBISICTCS OTIUYHOU
BO3MOXXHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE AKCIEpThl CYUTAIOT, YTO 00IIeA0CTynHbIE Wi-
Fi cetn He aBnsAIOTCS 0€30MaCHBIMHU.

CoBeTsl 110 0€30MacHOCTH pabOTHI B 00IIENOCTYHBIX ceTax Wi-fi:

1. He mepenaBaii cBoro JImuHyro wHpOpManuio uepe3 oOmeaoctynueie Wi-Fi cern.
PaGoras B HUX, *keNaTeNbHO HE BBOJUTH MAapOJIU JOCTYIIA, JIOTHHBI H KaKue - TO HOMEpa;

2. Ucnonb3yii 1 OOHOBIIANH aHTHUBHPYCHBIE MpOrpaMMbl U OpaHamayep. TeM caMbIM Thl
oOe3omacuib celst OT 3aKa4KH BHPYCa Ha TBOE YCTPOIHCTBO;

3. Ilpu wucnonwszoBanun Wi-Fi otkmoun ¢ynkmuio "OOmuit goctyn k ¢dainam u
npuntepam". JlaHHas (GyHKIUS 3aKphiTa MO YMOIYAaHHUIO, OJHAKO HEKOTOPHIE MOJIB30BaTENH
aKTHBHPYIOT €€ JUIsl y100CTBa HCIIONIB30BaHUs B paboTe 1 yueoe;

4. He ucnons3yit nyonuuneiii WI-FI nns nmepenaun nNUYHBIX JaHHBIX, HANPUMEp IS
BBIXO/Ia B COIIMAJIbHBIE CETU WM B AJIEKTPOHHYIO IIOUTY;

5. Ucnonw3y# Toipko 3amuiieHHoe coenuHenue uyepe3 HTTPS, a we HTTP, T.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B wmoOunmbHOM Tenedone orkmoun  pyHkumio "llogkmouenne k- Wi-Fi
aBromatudecku". He momyckaii aBTOMaTHueCcKOro MOAKIFOYSHHS yCTporcTBa K ceTsim Wi-Fi 6e3
TBOETO COTJIacHsl.

ConunanbHble ceTH

ConuasibHble CETH aKTMBHO BXOJST B Hallly YKM3Hb, MHOTHE JIIOAM PAaOOTAIOT U JKUBYT
TaM IOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUILTHAp]l YEJIOBEK, UTO SBJISIETCS OJIHOM
CelIbMOM BCeX JKHUTeNeW IuIaHeThl. MHOTHE MONb30BaTeNd HE MOHMMAIOT, 4TO HMHMOpMaIHs,
pa3MelleHHas UMH B COLIMAIbHBIX CETAX, MOXKET OBbITh HaiiieHa U MCIIOJIb30BaHa KEM yroJIHO, B
TOM YHCJIe HE 0053aTeNBbHO ¢ O1aruMHu HaMEepEHHUSMHU.

OCHOBHBIE COBETHI IO OE30MAaCHOCTH B COIMAJIBHBIX CCTAX:



1. Orpanuup cnucok napy3zed. Y T1eOs B Jpy3bsiX HE JODKHO OBITh CIy4alHBIX WU
HE3HAKOMBIX JIFOJICH;

2. 3ammmail cBOIO YacTHYIO kuM3Hb. He ykaspiBail maposu, TenedoHsl, aapeca, Aary
TBOETO POXKIEHUS U JPYTYIO JMYHYIO HH(OpMAaLNIO. 3MOYMBIIIJICHHUKH MOTYT HCIIONb30BaTh
nake HHPOPMAITUIO O TOM, KaK Thl U TBOU POJUTEINH TUIAHUPYETE MPOBECTH KAaHUKYJIBI,

3. 3ammmail CBOIO peIyTalnio - JEpKU €e B YUCTOTE U 3a/aBail cebe BOMPOC: XOTeN Obl
ThI, YTOOBI IPYTHE TMOJIB30BATEIN BUAEIH, YTO ThI 3arpyskaemib? [logymaii, mpexae yeM 4To-To
OIy0JIMKOBATh, HAMMKMCATh U 3aTPy3UTh;

4. Ecnu Thl rOBOPHUILIB C JFOAbMH, KOTOPBIX HE 3HAEIb, HE MCIOJIb3YH CBOE PEaIbHOE UMS
U JIpYTYIO JINYHYIO HH()OPMAITUH: UMsI, MECTO KHUTEIbCTBA, MECTO yueObl U poUee;

5. N36eraii pasmemenus ¢potorpaduit B MaTepHeTe, rae Thl n300pakeH Ha MECTHOCTH,
0 KOTOPOIl MOXHO OTPEAETUTh TBOE MECTOIOJIOKEHUE;

6. [Ipn peructpanu B COIMAIBLHON CETH HEOOXOIMMO HMCIIOIB30BaTh CIOXKHBIE TapoOiIy,
cocrosimue U3 OyKB U (P U ¢ KOJTMIESCTBOM 3HAKOB HE MEHEe §;

7. st conuanbHOM CETH, TOYTHI U JIPYTUX CAaWTOB HEOOXOIMMO HCIOJI30BATh Pa3HbBIC
naponu. Toraa eciau Te0s B3JIOMAIOT, TO 3IOYMBIIIJICHHUKH MOIYyYaT JOCTYH TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbBIE JeHbI' U

DONEKTPOHHBIE JIEHBIH - 3TO OYEHb YJOOHBIM croco0 miaTeked, OJTHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTAT MOJIYYUTh 3TH JACHBTH.

ONEKTPOHHBIE JEHBIU MOSBUIMCH COBCEM HENABHO M MMEHHO M3-32 3TOTO BO MHOTHX
rocy/apcTBax J10 CUX IOp HE MPONUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHr (yHKIIMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, IJI€ UX Pa3JIeNsIIOT
Ha HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO TE, B
KOTOPBIX pa3peuraercss MpOBOAUTH Olepauuu 0e3 WAeHTH(PUKALUU MOJIb30BaTesl, a B
HEAaHOHHMMHBIX WACHTU(UKAIMS T0Ib30BATENS ABISAETCS 0053aTENbHOM.

Taxxke crnenyer paznuyarh dJEKTPOHHBbIE (UATHBIE NEHbI'M (PaBHBI TOCYJIAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHBIE HE(HATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO O€30MacHOil paboTe ¢ IEKTPOHHBIMU JCHbIAMU:

1. IIpuBspku K cueTy MOOWIIBHBIN TeneoH. DTO caMblii yIOOHBIH M OBICTPBIN CITOCOO
BOCCTAaHOBUTH JOCTyNl K cueTy. [lpuBsizanHblli TenedoH MOMOXKET, eciau 3alynenib CBOM
IJIATEKHBIN MAapOJIb WU 3aliIe1Ib HA CAalT C HE3HAKOMOI'O YCTPONCTBA;

2. Ucnonb3yit ogqHOpa3oBble naponu. Ilocie nepexona Ha yCHIIEHHYIO aBTOPHU3AIHIO Tebe

yxe He OyZeT yrpoxaTh OMAaCHOCTb KPaXKU WUJTU TIEpEeXBaTa IJIaTEeKHOTO Mapois;



3. Boibepu crnoxHblii mapoib. IlpectynHukam OyaeT He MPOCTO YraJaaTh CIIOXKHBIN
naposb. HagexxHble maposu - 3To napoJid, KOTOpbIE COIEPKAT HE MEHEe 8 3HaKOB U BKJIIOYAIOT B
ce0s CTpOUYHbIE U MPOIUCHBIE OYKBBI, HU(PHI U HECKOJIBKO CHMBOJIOB, TaKHE KaK 3HaK J0JUIapa,
¢dyHTa, BOCKJIMIIATENbHBIN 3HaK | T.11. Hanmpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEILb.

DJIeKTPOHHAs MOYTA

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEJIOCTABISIEMbIE €10 YCIYTH MO MEePechlIKe U
MOJYYEHHIO 3JIEKTPOHHBIX COOOLIEHUH, KOTOpBIE PACHPENENSAIOTCS B KOMIBIOTEPHON CETH.
OO0bIuHO AJIEKTPOHHBIN MIOYTOBBIA  SIIIMK  BBIMJISIAMT  CIIELYIOIIMM obpazom:
UMS_TIONTB30BATEISI(@UMSL_JIOMeHa. Takke KpoMme TMepeJadyd MpOCTOTO TEeKCTa, HMEeTCs
BO3MOXKHOCTb MepeaaBaTh (ailiibl.

OCHOBHBIE COBETHI ITO 0€30MMacCHON padoTe ¢ ANEKTPOHHOHN MOYTOM:

1. Hano BbIOpaTh MpaBUIIbHBIN MMOYTOBBIM cepBHC. B MHTEpHETE €cTh OrpOMHBII BBHIOOD
OecIuTaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUIlIe JOBEPATH TEM, KOTO 3HACIIb M KTO MEPBHI B
pEeNTHHTE;

2. He ykasbiBail B JTUYHOW mo4YTe JIMYHYy0 MH(popMmaiuio. Hanpumep, mydmie BbIOpaTh
"My3bIKaJIbHBIN (aHaT@" umu "pok2013" BMecTo "Temal3";

3. Ucnonb3yi#t IBYX3TamHYyI0 aBTOPU3AINIO. DTO KOTJIa TOMUMO IMapoJisi HY>KHO BBOJIUTH
KOJI, IpHUChUIaeMblil 1o SMS;

4. Boibepu cnoxHbIl maposib. i1 KaXIoro MOYTOBOIO SIIMKAa JOJDKEH OBbITh CBOM
HaJICKHBIH, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTb BO3MOKHOCTh HAaIllMCaTb CaMOMY CBOW JIMYHBIM BOIIPOC, MUCIIOJIB3YH 3Ty
BO3MO>KHOCTb;

6. Mcnonp3yil HECKOJIBKO IOYTOBBIX SIIMKOB. [IepBBIM [UIsi YacTHOW MEPENHCKH C
azpecaTaMM, KOTOPBIM Thl JOBEpsEllb. JDTO AIEKTPOHHBIN aJpec HE Hal0 HMCNOJIb30BaTh IpHU
peructpanuu Ha Gpopymax U caiTax;

7. He oTkpsiBail (aitibpl U APyTrHe BIOKEHUS B MUCHhMax, AK€ €CIU OHHM MPHUILIA OT
TBOMX Jipy3el. JIyule yTouHH y HUX, OTIIPABIISUIN JIM OHU TeOe 3TH (ailisbl;

8. ITocnie okoHYaHUs pabOTHI Ha MIOYTOBOM CEpBHUCE MEpe]l 3aKPHITHEM BKIIAJKH C CAaliTOM
He 3a0y/1p HaxkaTh Ha "BoeriiTi".

KuOepOy/UIHHT MM BUPTYaJIbHOE M3/1€BaATEJIbCTBO

KubepOynnuar - mpecieloBaHHe COOOLICHUSMH, COAEP)KAIIMMHU  OCKOpOJIEHUs,
arpeccuio, 3alyruBaHue; XyJUTaHCTBO; COLMAIbHOE OOMKOTMPOBAHHME C IMOMOUIBIO PA3TUUYHBIX
MHTEPHETCEPBHCOB.

OcHoBHbIE COBETHI 110 60pbOE ¢ KNOEPOYIUTMHIOM:



1. He Opocaiics B 60#. Jlyummuii cmoco0: MOCOBETOBAThCS Kak ce0s BECTH U, €CIH HET
TOr0, K KOMy MOXHO OOpaTUThCS, TO BHayajle YCHOKOWUThCA. EciiM Thl HauHemb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHUS, TO TOJIBKO €I1e OOJIbIIIE Pa30XiKellb KOH(DIUKT;

2. Yrpasnsii cBoell KubeppemnyTaiuei;

3. AHOHMMHOCTb B ceTd MHHMMAas. CyIIecTBYIOT CHOCOOBI BBISICHUTh, KTO CTOMUT 3a
QHOHMUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJUTaHCKUNA 00pa3 BUPTyalbHOM >kU3HU. VIHTEpHET QuKcHupyeT Bce
TBOM JICUCTBUS U COXPAHAET UX. Y AANUTh UX OyJeT KpaliHe 3aTpyJHUTEIHHO;

5. Cobmroait cBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. Urnopupy#t enuHn4YHbIN HeratuB. OIHOPA30BbIE OCKOPOUTENBHBIE COOOIIEHUS JTyUllle
urHopupoBaTb. OOBIYHO arpeccusi IpeKpamaeTcs Ha HauajdbHOW CTaIuu;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMHU COOOIICHUSIMH, B COLUATBHBIX
CeTSAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKU COOOIICHUI! ¢ ONpe/IeIeHHBIX aJpecoB;

8. Ecmm Tb1 cBuperens kuOepOysuimHra. TBOM JEHCTBUSA: BBICTYNHTH IPOTHB
npecieaoBaresi, Moka3aTh €My, YTO €ro JCHCTBHSI OICHHBAIOTCS HETAaTHUBHO, MOJEpXkKaTh
KEPTBY, KOTOPOW HyXHAa TICMXOJIOTMYECKash TIOMOIIb, COOOMIUTh B3pOCIAbIM O (akTe
arpecCUBHOIO MOBEACHHUS B CETH.

MoOuabHbIi Tesie)oH

CoBpemenHble cMapT(OHBl U IUIAHIIETHI COJAEpPKAaT B ce0e BIIOJIHE B3pPOCIbII
GyHKIIMOHAN, W Temepb OHU MOTYT KOHKYPHUPOBaTh CO CTAallMOHAPHBIMH KOMIIBIOTEpaMHU.
OnHako, CpeICTB 3alUTHI Ul MOJ00HBIX YCTPOUCTB MOKa OYeHb Majio. TeCTUpOBaHUE U MOUCK
YA3BUMOCTEN B HHUX IMPOUCXOJUT HE TaK MHTEHCHBHO, Kak mis IIK, To ke camoe kacaercs u
MOOUIIBHBIX MPUIOKEHHI.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl ykKe MPaKTUYeCKH JOTHAIU HACTOJIbHBIE aHAaJOTH,
OJTHAKO paciiupeHue (YHKIMOHANa BIEYEeT 3a COOOI OONBLIYIO CIOXHOCTH M MEHBUIYIO
3aIUIIEHHOCTb.

Jlaneko He Bce NMPOU3BOJUTENN BBITYCKAIOT OOHOBIEHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YSA3BUMOCTH JJI1 CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 151 0€30MaCHOCTH MOOHMIIBHOTO TeJedoHa:

Hudero ne siBisiercst mo-HacrosimeMy OecriaTHBIM. Byas ocTopoxeH, BeIp Koraa tede
npeiaraiT OecryiaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITBI KAKHE - TO IUIaTHBIE YCIIYTH;

Hywmaii, npexzae uyeM otnpaBuTh SMS, doro wiu Buaeo. Thl TOUHO 3HAENIb, IJIE€ OHU
OyAyT B KOHEUHOM UTOTrEe?

Heo6xoanMo 0OHOBIIATE ONEPAIIHIOHHYIO CUCTEMY TBOETO CMapTQOHa;

Hcnonp3yit aHTUBUPYCHBIE POTPaMMBbl 1J11 MOOUJIBHBIX TE€JIE(POHOB;



He 3arpyxail npuiaoxkeHus OT HEU3BECTHOTO MCTOYHHMKA, BEIb OHM MOTYT COJEP’KaTh
BPEJIOHOCHOE MIPOrpaMMHOE 00ECIICYEHUE;

[Tocne Toro kak Thl BBIMJENIb C caiiTa, I/l€ BBOJAWI JIMYHYIO MH(OpMAlUIO, 3ailiu B
HaCTPOWKHU Opay3epa u ynanu cookies;

[leproauueckn mpoBepsifi, Kakue IJIATHBIE YCIYI'M aKTUBHPOBAHBI Ha TBOEM HOMEPE;
JlaBaii cBOil HOMEp MOOWJIBHOTO Teie(oHa TOJBKO JIFOJAAM, KOTOPHIX ThI 3HACIb U KOMY
JIOBEpsielb;

Bluetooth nomkeH ObITh BBIKIIIOUEH, KOT/Ia Thl UM HE Mosb3yelbes. He 3a0biBail nHOT 1A
IIPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - O3TO KpacoyHblE, 3axXBaThIBAIOIINE pa3BICUYEHUS,
O00BEIUHSIONIME COTHHU THICSY YeNOBEK MO BceMy MHpY. Mrpoku MccnenyroT JaHHbBIM UM MUp,
OOIIAOTCS IPYT € APYIOM, BBIIOJHSIOT 33JaHUs, CPAXKAIOTCA C MOHCTPAMHU U TOJIyYalOT OMBIT.
3a yZIOBOJICTBUE OHU IIATSAT: MOKYMAIOT JUCK, OIUIAYMBAIOT a0OHEMEHT WM NpPUOOPETAIOT
KaKHe-TO OILHUH.

Bce »tM cpenctBa MOyT Ha IOAJEP)KAHUE M PA3BUTHE HWIPHI, a TAaKKE Ha caMy
0€30IacHOCTb: COBEPIICHCTBYIOTCS CHCTEMBl aBTOPHU3AIMM, BBIITYCKAIOTCS HOBBIC MaT4U
(unpoBbIe 3aMIaTKU JJIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nonoOHBIX urpax CTOUT OmacaThCsi HE CTOJIBKO CBOMX COINEPHHUKOB, CKOJBKO KpPaXH
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALMK OOJIBIIMHCTBA UTD.

OCHOBHBIE COBETHI IO OE30MAaCHOCTH TBOETO UTPOBOT0 aKKayHTa:

1. Ecnu npyroii Urpok BeJeT ceds MI0X0 WIM CO3/1aeT Te0e HENPUSATHOCTH, 3a0JI0KUpYH
€ro B CIHCKE UTPOKOB;

2. Iloxamylics aAMMHHCTpPAaTOpaM WIPHl Ha IIJIOXO€ IIOBEJCHHE JTOr0 WIPOKa,
JKEJIaTeIbHO NIPUIIOKUTh KaKHe-TO OKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yxa3piBaii mnuHy1o HHPOpMAIUio B podaiiine urpsl;

4. YBaxail Ipyrux y4acTHUKOB 10 UTPE;

5. He ycranaBiuBaii HeopuuManbHble ATYU U MOJIBI;

6. cnionp3yil cl0oKHBIE U pa3HbIE MTAPOJIH;

7. Haxxe BO BpeMsl UIpPbl HE CTOUT OTKIKOYaTh aHTUBUpPYC. IIoka ThI wrpaems, TBOU
KOMITBIOTEP MOTYT 3apa3UTh.

@OUIIMHT WM KPaKa JUYHBIX JAHHBIX

OObIuHON Kpakell JeHer M JOKYMEHTOB CEroJHsl Y€ HHUKOrOo He YyAWBHUIIb, HO C

pa3BUTHEM HHTEPHET-TEXHOJOTUN  3JIOYMBIIIJICHHUKH TEPEMECTHIINCh B HMHTEpPHET, U

MIPOJIOJDKAIOT 3aHUMATHCS "TIOOUMBIM" JTEJIOM.



Tak mosiBUSIaCh HOBasl yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILIUHT, IJIAaBHAS LEb
KOTOPOTO COCTOUT B TOJYYEHHH KOH(PHICHIMATBHBIX JAaHHBIX IOJIb30BATENeH - JIOTHHOB U
naposieil. Ha anrnumiickom s3bike phishing unraercs kak ¢umuar (ot fishing - priGHas 0B,
password - mapoJib).

OcHOBHBIE COBETHI IO OOPHOE ¢ (PUIIUHTOM:

1. Cnemn 3a cBomM akkayHTOM. Ecim Tl TOZoO3peBaelmib, YTO TBOs aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKUPOBATH €€ U COOOIUTh aJMUHUCTPATOpPaM pecypca 00 d3ToM
KaK MOYXHO CKOpEe;

2. Ucnonp3yii 6e3onacHble BeO-CaliThl, B TOM YHUCIIE, MHTEPHET-MAara3uHOB M TTOMCKOBBIX
CHUCTEM;

3. Hcnonb3y#l COKHBIC W pa3HbIe Mapoyik. TakuMm oOpa3oMm, eciu TeOsi B3JIOMArOT, TO
3JI0YMBIIIJICHHUKY MOTyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY NMPO(MUIIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebs B31OMaU, TO HEOOXOIUMO MPeTyNpeIuTh BCEX CBOMX 3HAKOMBIX, KOTOPbHIE
n00aBieHBl y T€OS B IPY3bsX, O TOM, YTO TeOsl B3IIOMAIH M, BO3MOXKHO, OT TBOETO UMEHH OyneT
pacchlIaThes CliaM U CChUIKU Ha (PUIIMHTOBBIE CAlTHI;

5. YcranoBu HaaexHbIH maposib (PIN) Ha MoOubHEIH TenedoH;

6. OTKIIIOYM COXpaHEeHHe maposis B Opaysepe;

7. He otkpeiBail (paiipl U pyrue BIIOXKEHHUS B NMUCbMaX, JaK€ €CJIM OHU HMPHUIUIM OT
TBOUX Jpy3ei. Jlydille yTouHU y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (haitiibl.
udposas penyranus

Hudposas permyTtanus - 3TO HeraTUBHAs WM MO3UTUBHAs MHQPOpMALUs B CETH O Teoe.
Komnpomerupyromas nHpopmanus, pasMelieHHass B WHTEPHETE, MOXKET CEePhEe3HBIM 00pa3oM
OTpa3uThCsl Ha TBOeH peanbHOM xu3HU. "Llndposas pemyranus" - 3T0 TBOM UMHUIK, KOTOPHIH
dbopmupyetcs u3 nHGpopManuu o Tebe B HHTEPHETE.

TBoe MecTo JKUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OJM3KUX - BCE ATO HAKAIUIMBAETCS B CETH.

MHorue nogpoCTKu JETKOMBICIEHHO OTHOCATCS K IMyOJIMKALUK JUYHON MHpOpMAaIK B
WHTepHeTe, HE MOHUMAas BO3MOYKHBIX NOCIEACTBUNA. ThI Jaxke HE CMOMKEUIb 0TaJaThCsl O TOM,
4To (oTorpadus, pa3MelieHHas 5 JeT Ha3al, cTaja MIPUYMHON O0TKa3a MPUHATH TeOs Ha paboTy.

Kommenrapumn, pasmemenue TBouX ¢ororpaduil M apyrue JAeHCTBHS MOTYT He
UCYE3HYTh Ja)e TIOcjie TOro, Kak Thl WX YJalIuilb. Tbl HE 3Haellb, KTO COXpPaHWI 3Ty
MH(pOPMALIMIO, NOMANa JU OHA B MOWCKOBBIE CUCTEMBl M COXPAHMJIACh JIM OHA, a IJIaBHOE: YTO
MOIYMalOT 0 TeOe OKpY’KalolLIe JIIOU, KOTOpble HaAyT M yBUIAT 3T0. Hailtu unpopmarmio
MHOTO JIET CITyCTSl CMOKET JIF0OOW - Kak M3 J0OpBIX MOOYXKIEHHH, TaKk W C HaMepeHHEM

MPUYUHUTH BpeI. ITO MOKET OBITh KTO YTOIHO.



OCHOBHBIE COBETHI 10 3aIUTE U(POBON pEITyTaIHH:

1. IMogymaii, mpexxae 4eM uTo-TO MyONMKOBaTH M INepeaaBaTh y ceOs B Oyore wiu B
COITMAJIbHOM CETH;

2. B nHactpoiikax npo¢uisi yCTaHOBU OTPaHUYCHHS HA MPOCMOTP TBOETO MPOdUIIS U ero
COJIEPKUMOT0, ClIeNIail ero TOJIbKO "1uist npy3ei’;

3. He pa3memait u He yka3piBail WH(MOPMAIIHIO, KOTOpPask MOKET KOTO-IM00 OCKOPOJIATH
WU OOMXKATh.

ABTOpCKOe MPaBo

CoBpeMEHHbBIE IIKOJIBHUKU - aKTUBHBIE TOJh30BaTeNd IUGPOBOTO MPOCTPAHCTBA.
OnHako 1ajeko He BCE 3HAIOT, YTO IOJIb30BAHHE MHOTUMH BO3MOXKHOCTSAMHU LU(POBOTO MHpa
TpeOyeT cOOIII0ICHHSI TIPAaB HA MHTEIICKTYIbHYIO COOCTBEHHOCTD.

TepMuH "WHTENNEKTyallbHAsi COOCTBEHHOCTH" OTHOCHUTCS K Pa3lUYHBIM TBOPEHHUIM
YeI0OBEYEeCKOr0 yMa, HauWHAsi C HOBBIX M300pETEHUH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
HAa TPOIYKTHI WM YyCIyrd, W 3aKaH4ywBas KHHUTamu, QortorpadusmMu, KAHOPWIEMAMU W
MY3bIKQIBHBIMU IPOW3BEICHHUSIMH.

ABTOpCKHE TpaBa - 3TO MpaBa HA MHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha MPOU3BE/ICHUS
HAYKH, JINTEPATYPhI U UCKYCCTBA. ABTOPCKHUE MpaBa BHICTYMAIOT B KA4eCTBE TapaHTUH TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPpyA aBTOpa He OyIeT HampacHBIM, JacT €My CIIpaBeIUBbIC
BO3MOXXHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOETO TPy, MOJIYYHTh U3BECTHOCTh U NPH3HAHUE.
Huxkro 6e3 paspelieHus: aBTopa HE MOXKET BOCIIPOU3BOIUTH €r0 MPOU3BEICHHE, PACTIPOCTPAHSTh,
myOJIMYHO JIEMOHCTPUPOBATH, MPOAABATh, WMIIOPTUPOBATH, MYyCKaTh B MPOKAT, MyOIMYHO
UCTIOJTHSTh, MIOKA3bIBATH/UCIIONHATE B dQUpPE WK pa3Meniath B IHTepHETE.

Hcnonp3oBaHue "mupaTckoro” mporpaMMHOr0 00ecredeHtst MOKET MPUBECTH K MHOTUM
pUCKaM: OT TMOTEpU JAHHBIX K TBOMM aKKayHTaMm J0 OJIOKHPOBKH TBOETO YCTpOICTBa, Tie
yCTaHOBJICHA HEJleraabHas mporpaMma. He ctout takke 3a0bIBaTh, UTO CYIIECTBYIOT JIeTallbHbIC
1 OecIIaTHBIE TIPOTPaAMMBI, KOTOPBIC MOKHO HAWTH B CETH.

O nopraJe

CereBuyok.p) - TBOW TJaBHBIM COBETUYMK B CETH. 3A€Chb Thl MOXEIIb Yy3HAThb O
0€30MacHOCTH B CETU MOHSATHBIM U JOCTYIHBIM SI3bIKOM, @ MPH BO3HUKHOBEHUU KPUTHYECKOM
CUTyaIlul OOPAaTUTHCSA 32 COBETOM. A TaKke MPUHATh y4acTHEe B KOHKYpCaX M CTaTh CaMbIM

U POBEIM TpaKTAHHHOM !



UHCTPYKIUSA JJI1 OBYUAIOIINXCS Ob UH®OPMAIIMOHHON
BE3OITACHOCTH

HEJIb31

1. Bcem nmoapsin cooOmaTh CBOK YacTHYIO MH(POpPMaLUIO (HacTosue uMms, (paMIIuio,
TenedoH, ajapec, HOMEp HIKOJIbI, a Takke (oTorpaduu cBou, CBOEH ceMbH U Jpy3eil);

2. OTKpBIBaTh BIOKEHHBIE (DAIbI AIIEKTPOHHON TOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEIIS;

3. I'pyOuTth, npuanpaThCs, OKa3bIBaTh JaBICHUE - BECTU Ce0sl HEBEXKIIMBO U arpECCUBHO;

4. He pacnopspkaiics neHbramMM TBOEH ceMbH 0e3 paspellleHHs CTapIIMX - BCerja
CIIpAllXBail pOAUTEIICH;

5. He Bctpeuwaiics ¢ VHTepHET-3HAKOMBIMH B PpEaJbHOM >KU3HU - IIOCOBETYHCS CO
B3POCIIBIM, KOTOPOMY JOBEPSIEIIb.
OCTOPOXHO

1. He Bce mumryT npaBay. UYuraems o cebe HenpaBay B MHTepHeTe - coobimu 00 3ToM
CBOUM POJUTENSIM WM OIIEKYHaM;

2. [lpurnamarot nepenuchiBaThCsl, UTPaTh, 0OOMEHUBATHCS - IPOBEPH, HET JIU MOABOXA;

3. He3akoHHOe konupoBaHue (aiiaoB B IHTEpHETE - BOPOBCTBO;

4. Beerna paccka3sbiBaif B3pOCIIbIM O Mpo0sieMax B CETH - OHM BCEr/ia MOMOryT;

5. Wcnonb3yit HacTpolku O€30MacHOCTH W TPUBATHOCTH, YTOOBI HE TOTEPSATH CBOH
AKKayHTBI B COLICETSX U IPYTUX MOpTaIAX.
MOKHO

1. VBaxail Ipyrux nojab30BaTeIIeH;

2. Ilonp3yenibest IHTEpHET-UCTOUHUKOM - JIeJIaid CChIIKY Ha HETO;

3. OTKpbIBail TOJIBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;

4. OOGmaThCs 3a MOMOILBIO B3POCIBIM - POAMTENH, ONEKYHbl U aJJMUHUCTPALMs CAalTOB
BCErja IOMOIYT;

5. Ipoiigu oOyuyenune Ha caidte "CeTeBHMYOK" M TONYy4Yd MacmopT IUPPOBOTO

rpakjaaHuHa!



